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Secure Wi-Fi CloudAdvanced Network Security Multi-Factor Authentication 

WIRELESS INTRUSION PREVENTION SYSTEM
Leveraging patented technology, our WIPS provides the most  

reliable, rock-solid security in the industry with the lowest false  

positive rate.

TRUSTED ANALYTICS 
Know how, where and when students, staff, and visitors are using 

your Wi-Fi to maximize your investment and ensure an optimal 

experience for users. Metrics include footfall, dwell time, conversion 

and more! 

SECURE ENGAGEMENT
Optimize your outreach with a suite of easy-to-use, built-in tools that 

turn a simple wireless connectivity offering into a rich Wi-Fi  

experience for students, guests and employees.

MANAGEMENT THAT SCALES
Only platform to scale from one to unlimited access points, with 

no infrastructure.

PACKAGED TO MEET YOUR NEEDS 
Whether you’re looking to protect your wireless network from attack, 

collect analytics on usage, simply provide wireless access, or all of 

the above – WatchGuard has the right Wi-Fi package for you!  

Does multi-factor authentication built with small and  
midsize organizations in mind sound too good to be true? 
With WatchGuard AuthPoint it's possible! 

Whether you have a single location or thousands of sites 
around the world, WatchGuard has a solution that is right for 
your environment.

WatchGuard offers the most comprehensive portfolio of security 

services in the industry to protect against evolving malware, 

ransomware, and data breaches. Each security service is delivered 

as an integrated solution within a Firebox appliance. 

Providing secure wireless access to your students and 
employees doesn't have to be complicated. WatchGuard 
Wi-Fi solutions provide secure, scalable and easy-to-manage 
wireless access. 

• Our tabletop Firebox appliances offer small form factor, high

performance, and total security with optional built-in Wi-Fi

capabilities.

• 1U rackmount Firebox appliances enable total security with

screaming fast performance ideal for midmarket and distributed

enterprise organizations.

• Cloud and Virtual firewalls extend our same comprehensive suite 

of defenses into virtual infrastructures.
AUTHENTICATION FROM THE CLOUD
No need to install software, schedule upgrades or manage 

patches. AuthPoint service is delivered on the WatchGuard Cloud 

platform and is available from wherever you are.

3RD PARTY INTEGRATIONS 
WatchGuard’s AuthPoint service includes support for  

dozens of 3rd party integrations, and even more to come from 

our strong and growing ecosystem – so that you can add MFA 

protection to all your valuable resources. 

MOBILE DEVICE DNA
Because of a unique feature only available with  

AuthPoint, mobile devices have their own DNA associated only 

with your account. Any other mobile device attempting to  

authenticate as the user will be rejected. 

EASY-TO-USE MOBILE APP 
The AuthPoint app enables you to authenticate from your smart-

phone with speedy push-based authentication as well as offline 

authentication using QR codes.

AFFORDABLE LICENSING PER USER – REALLY! 
AuthPoint is licensed on a truly per-user model – one license per 

user to support all of their devices. 

A FIREBOX FOR EVERY OCCASION 

A SECURITY SERVICE FOR EVERY THREAT

Endpoint Security 
A single compromised endpoint can give cyber 
criminals access to your entire network, essentially 
making each endpoint a perimeter in itself. 
WatchGuard DNSWatchGO provides persistent, always-
on protection, no matter where the endpoint is located.

PROTECTION ON THE GO 
DNSWatchGO monitors and correlates DNS traffic against 

our intelligence feeds, identifying and blocking  

connections to malicious domains.

OFF-NETWORK VISIBILITY AND 
ENFORCEMENT

Leverage instant visibility and control over web activity 

occurring on devices inside and outside of your network, 

allowing you to enforce web policies to keep users away 

from dangerous sites. 

AUTOMATED TRAINING 
When an end user clicks on an email or link that  

DNSWatchGo has identified as a phishing attempt, they 

are redirected to an interactive video that educates on 

the warning signs of a phishing attack.

LOW TCO CLOUD SERVICE 
As a 100% Cloud-based solution, DNSWatchGO is easy to 

deploy and manage, saving you time and money.

SUPPORT BASIC SECURITY TOTAL SECURITY

Stateful Firewall ✓ ✓ ✓

VPN ✓ ✓ ✓

SD-WAN ✓ ✓ ✓

Access Portal* ✓ ✓ ✓

Intrusion Prevention Service (IPS) ✓ ✓

Application Control ✓ ✓

WebBlocker ✓ ✓

spamBlocker ✓ ✓

Gateway AntiVirus ✓ ✓

Reputation Enabled Defense ✓ ✓

Network Discovery ✓ ✓

APT Blocker ✓

Threat Detection & Response ✓

DNSWatch ✓

IntelligentAV** ✓

WatchGuard Cloud Visibility  
Data Retention 1 Day 30 Days

Support Standard (24 x 7) Standard (24 x 7) Gold (24 x 7)

*Not available on Firebox T15/T15-W, T20/T20-W, or T35-R. Total Security Suite required for M270, M370, M470, M570, M670.
**Not available on Firebox T15/T15-W, T20/T20-W, or T35-R.



WatchGuard offers enterprise-grade, widely deployable network protection, visibility, and centralized management for wired and wireless environments.

Founded in 1996

Headquarters: Seattle, WA

5 operations centers 
and direct presence 
in 19 countries

700+ Employees 

80K+ Customers

100+ Distributors
9,000+ Active VARs

ENTERPRISE-GRADE SECURITY

AWARDS

THE WATCHGUARD PARTNER ECOSYSTEM

VISIBILITY AND MANAGEMENT SIMPLIFICATION
Businesses of all sizes should have access to the most  

effective security technologies. WatchGuard’s platforms 

enable customers to leverage best-in-class security  

providing a layered defense against today's evolving 

threats. 

RESELLERS  
AND MSSPS
WatchGuard has built extensive 
relationships with trusted resellers 
and managed security service 
providers around the world. 
Whatever type of partner you’re 
looking for, wherever you are, 
we’re confident we can find the 
right partner for you. 

TECHNOLOGY 
PARTNERS
WatchGuard integrates with a wide 
range of technologies to support 
our partners and customers in 
securing their IT infrastructures. 
From vulnerability assessments 
and service management 
platforms, to visibility solutions 
and Cloud services, WatchGuard 
has you covered. 

When it comes to network security, seeing is knowing, and 

knowing leads to action. WatchGuard solutions provide 

the visibility you need to effectively protect your business. 

Securing your organization doesn't have to be complicated. 

WatchGuard builds simplicity into everything we do. From  

deployment to management to reporting, see how easy  

security can be with WatchGuard.

Advanced Network and Endpoint Security 

Industry-leading security services that protect 

your business, employees, and reputation 

from today’s greatest threats –  on and off your 

network.

Multi-Factor Authentication 

For far too long, multi-factor authentication 

has been out of reach for small and midmarket 

businesses. Our solution provides this security 

necessity to that under-served market.

Secure, Cloud-Managed Wi-Fi 

Providing Wi-Fi to your customers and  

employees is part of business today. Unlock 

the full potential of your wireless solution with 

WatchGuard Secure Wi-Fi, with powerful WIPS,  

and analytics and engagement tools. 

Cloud or On-Premises Visibility 

Both our on-prem and Cloud-managed 

visibility solutions provide a suite of tools 

to instantly identify and distill key security 

threats, issues, and trends. 

WatchGuard Wi-Fi Cloud 

Enjoy a completely controller-less Wi-Fi man-

agement experience including set-up and 

configuration, monitoring, troubleshooting, 

and visibility into Wi-Fi network health.

WatchGuard Cloud

Multi-tier, multi-tenant platform that enables

you to protect your business better and

faster, with less time and cost.

Simplified Packaging 

All of our platforms offer purchasing options 

designed around how you do business. From Total 

Security Suite to Total Wi-Fi, we make it easy to pur-

chase the security you need. 

Quick and Simple Deployment 

WatchGuard RapidDeploy is a powerful, Cloud-based 

deployment and configuration tool that comes stan-

dard with WatchGuard Firebox appliances. All you 

have to do is power up the appliance and connect it 

to the Internet. 

Best-in-Class Support 

Year after year, WatchGuard support is rated one of 

the best in the industry. Our team is dedicated to 

providing the support your need when you need it.  

24x7

Start Protecting Your 
Organization Today! 

“It’s about having 

the outright 

capability, flexibility, 

and scalability 

WatchGuard provides. 

Whatever problem 

you’re trying to solve, 

whatever challenge 

you’re up against, 

you’ll do it with 

WatchGuard.”

- Andrew Evers, Head of IT,
Reconomy

Contact an Account Manager for more information. 
1.800.800.0014  J  www.connection.com/WatchGuard

C1462965-0921


